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INDUSTRY 4.0?:

Steam power Electricity Digitalisation Conectivity



Prof. Klaus Schwab, Founder and Executive Chairman of the 
World Economic Forum,

“It is characterized by a range of new technologies that are 
fusing the physical, digital and biological worlds, impacting all 
disciplines, economies and industries…”

INDUSTRY 4.0?:
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OPPORTUNITIES AND CHALLENGES

• Opportunities :

• All machinery and equipment in the factory are connected 

to each other via the internet. Sensors are also installed 

to collect data, allowing machines to "communicate" with 

each other without the human interaction

• Linking the suppliers, manufacturing plants, 

distribution centers, retail outlets together to form a 

whole.

• Challenges:

• Bringing greater inequality, disrupting the labor market. 

When automation replaces people in the entire economy, 

workers become redundant, and that aggravates the gap 

between profit-to-capital and profit-to-labor..



OPPORTUNITIES AND CHALLENGES

• Challenges:

• There is a differentiation into two groups: "low skills/low 

wages" and "high skills/high wages" will contribute to 

increasing conflicts in societ.

• Increased use of the IoT ecosystem will increase the risk 

of infringement of privacy, cybersecurity, and issues 

related to human responsibility in using wireless products 

or autonomous driving and unmanned vehicles.

• Issues related to security or national secrets can become 

problems.
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THE KEY/FUNDAMENTAL TECHNOLOGIES OF 
INDUSTRY 4.0
Science and technology fields are the pillars of Industry 4.0 

including digital technology, biotechnology, energy and 
environment, advanced materials



1. Bioinformatics

2. Personalised medicine

3. Stem cells

4. Health monitoring technology

5. Medical and bioimaging

6. Synthetic biology

7. Neurotechnologies

8. Biochip and biosensor

9. Regenerative medicine and tissue engineering

10.Biocatalysis

Key technologies in biotechnology



INDUSTRY 4.0 IN BIOTECHNOLOGY

1. Bioinformatics: An interdisciplinary or multidisciplinary field of science 

(computer science, statistics, mathematics, and biology/biochemistry) for analyzing 

and interpreting biological data using specialized development tools or softwares

From the obtained large genomic data (metagenome), one can analyze and diagnose genetic 

information, genetic variations or mutations (SNPs), genetic diseases, cancer development, 

gene expression, structure of DNA and protein, and protein-protein interaction that could be 
used for targeted therapies, drug delivery system design and new drug development



INDUSTRY 4.0 IN BIOTECHNOLOGY

2. Personalised medicine (stratified medicine):

- Dividing patients into different groups according to the different response or 

diagnosis of the disease.

- Treatment of the right patient, the right medication, the right dose, and the right 

time according to the individual genetic map.



INDUSTRY 4.0 IN BIOTECHNOLOGY

3. Stem cells: This is a promising technology in the field of medicine, especially in 

the treatment of serious diseases

- Allows creation of different cells, tissues, even organs through differentiation, mitosis 

and 3D printing technology.

- This technology has been used in the treatment of many different diseases such as 

diabetes treatment, wound welding, dental implants, hair replacement, cardiovascular 
treatment, cancer ... or asexual reproduction.



4. Health monitoring technology: 

- This technology allows monitoring 

indicators of nutrition, health (height, 

weight, heart rate, blood pressure ...), 

movement (number of steps, distance 

traveled, sleep time and rest …).

- Making recommendations, appropriate 

exercises to improve the indicators 

beyond the allowed level to help improve 

public health.

- Allowing to track and record the history 

and medical history (electronic medical 
records) of each individual.

INDUSTRY 4.0 IN BIOTECHNOLOGY



INDUSTRY 4.0 IN BIOTECHNOLOGY

5. Medical and bioimaging:

- Imaging and analyzing at a deeper level 

such as cells and molecules intuitively 

instead of just diagnosing at the organ or 

tissue level like traditional imaging 

methods.

- Understanding differences or 

abnormalities in DNA, chromosomes, 
proteins or cellular metabolism.



INDUSTRY 4.0 IN BIOTECHNOLOGY

6. Synthetic biology: This technology will give us the ability to customize 

phenotype by modifying DNA (genome editing)

- Design and creation of new biological 

components and the reconstruction of 

natural biological systems for useful 

purposes.

- Regardless of the ethics, synthetic 

biology will develop even more. 



INDUSTRY 4.0 IN BIOTECHNOLOGY

7. Neurotechnologies:

- This area includes the study of the brain; electronic 

devices that can repair or replace brain function; 

neuromodulation devices used to treat mental illness; 

synapses and neural networks serving brain-computer 

interfaces; and the development of artificial intelligence.

- Some techniques and technologies are used in 

neurotechnology such as: Optogenetics technique 

(photogenetics); Neuromodulation technology; Brain-
computer interface; and Nanorobots.



INDUSTRY 4.0 IN BIOTECHNOLOGY

8. Biochip and biosensor:

- Not only qualitative and quantitative analysis but 

also directly informs whether the measurement 

indicators are at the safe threshold, affect the 

body or not.

- In addition, the biosensor also analyzes new 

agents and toxins that are not in the database 

but have the same properties. Conversely, if 

they are analyzed by physical and chemical 

methods, it is necessary to have standards



INDUSTRY 4.0 IN BIOTECHNOLOGY

9. Regenerative medicine and tissue engineering:

- The development of this technology is based on the achievements in stem cell 
technology, tissue engineering, and regenerative medicine.



INDUSTRY 4.0 IN BIOTECHNOLOGY

10. Biocatalysis:

- This technology allows understanding the metabolism of substances in the body or the 

metabolic processes in the cells and through the catalysis of enzymes, proteins.

- Knowing the kinetics of the enzyme in the digestive process, metabolizing food or 

showing the pharmacokinetics and pharmacokinetics of the drug used, thereby helping 

the process of using drugs more efficiently, as well as providing adequate information for 
the design and development of new pharmaceuticals.
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10 SELECTED TECHNOLOGIES FOR 
DEVELOPMENT TILL 2030

Digital technology

1. Artificial intelligence (AI)

2. Big data

3. Block chain

4. Internet of things (IoT)

Biotechnology

5. Neurotechnologies

6. Synthetic biology

Energy and environment

7. Advanced energy storage technologies

8. Micro and nanosatellites

Advanced materials

9. Additive manufacturing

10. Nanomaterials
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SITUATION, PLANNING AND APPLICATION 
ORIENTED ORIENTED DEVELOPMENT
1. Situation of state laboratories (e.g. National Key Laboratory of 

Gene Technology, NKLGT)

- NKLGT is a unit of research, development, service, and consultancy of 

science and technology in genetic engineering and related fields. It 

operates under the regulations on organization and operation of key 

laboratories, issued together with decision No. 08/2008/QD-BKHCN dated 

July 8, 2008 of the Minister of Science. Technology and other regulations 

of the Vietnam Academy of Science and Technology and the Institute of 

Biotechnology.

- NKLGT is a public non-business unit with revenue, legal status, its own 

seal for transactions and opening Vietnamese and foreign currency 

accounts at state treasuries and banks. It has following functions:

- a) Scientific research and technological development in genetic engineering and related 

fields.

- b) Providing scientific and technological services and consulting on genetic technology 

and related fields.

- c) Participating in staff training and international cooperation in genetic engineering and 

related fields.



1. Situation of state laboratories (e.g. National Key 
Laboratory of Gene Technology, NKLGT)

- Expenses and finances : Until 2018, NKLGT was annually provided 
with funding for regular tasks, machinery and equipment repair and 
maintenance, and electricity and water subsidies.

- Facilities and equipments: 

- Most equipments and machines have been invested and purchased for 19 years 

(since 2002) and fully depreciated. Their remaining value was 0 VND till 

31/12/2015. They have been, however, repaired and replaced.

- Up to now, the equipments have been invested and purchased, mainly used for the 

implementation of the science and technology tasks of the NKLGT and Institute of 

Biotechnology. 

- With the motto of being an open laboratory, the equipments of the NKLGT have 

been used by 26 laboratories in the Institute of Biotechnology for their researches.

- NKLGT does not set the fee for services in using equipments.

- Human resources:

- NKLGT have sent many staffs to study in developed countries. Due to the lack of 

adequate remuneration/payment mechanisms, it is not possible to attract qualified 

staffs to work and devote their abilities to NKLGT in particular or at the Institute of 

Biotechnology in general (so called “brain drain” or “Talentabwanderung oder 

Talentflucht“ in German)



- Human resources:

- NKLGT have sent many staffs to study in developed countries. Due to the lack 

of adequate remuneration/payment mechanisms, it is not possible to attract 

qualified staffs to work and devote their abilities to NKLGT in particular or at the 

Institute of Biotechnology in general (so called “brain drain” or 

“Talentabwanderung oder Talentflucht“ in German)



2. Planning and application oriented development (e.g. 
NKLGT)

Planning:

- According to the Prime Minister's Decision 1670, signed on September 28, 
2015, for approving the network planning, biotechnology research 
institutes, centers and laboratories up to 2025. 

- The Institute of Biotechnology was assigned the task of implementing the 
investment project to build the North National Center for Biotechnology, in 
which the NKLGT will be also upgraded. The estimated budget for the 
upgrade of the NKLGT is 150 billion VND, the expected disbursement time 
is from 2020-2022.

Application oriented development:

- NKLGT will focus on:
- Genomic sequencing and analysis service

- Stem cell research and production

- Improving the capacity of research in the development of next generation vaccines
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